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Introduction

The American Chamber of Commerce to the European Union
(AmCham EU) believes that strong security and defence industries
are crucial for the European economy. Both contribute to
sustainable growth in Europe by providing highly skilled jobs and
fostering Europe’s knowledge economy through massive research
and development (R&D) investment. Through their dynamism and
innovative edge, the security and defence industries help Europe
achieve and maintain technological excellence.

With a turnover of €97.3 billion in 2014, the EU defence industry
provides a wealth of highly skilled jobs with 500,000 people
directly employed in the sector and an additional 1,200,000
indirect jobs'. Similarly, the EU security industry has a fast growing
market value of around €35 billion, and employs 180,000 people.
Europe is currently the second largest security market in the world.
This sector is essential for Europe’s growth and competitiveness,
a key part of the Europe 2020 Strategy for smart, sustainable and
inclusive growth. However, growing competition from international
markets means that Europe is at risk of losing this leading position
in the next few years if no action is taken to promote the industry.

In view of the difficulties facing both these sectors, AmCham EU
would like to use this opportunity to offer a set of recommendations
for EU policy makers to harness the potential of these key industries.

The transatlantic partnership remains vital for the security and
defence industries in Europe, especially during economically
challenging times.

1. European Commission, ‘The importance of EU defence industries’,
Defence Industries, 2014; http://ec.europa.eu/growth/sectors/defence/index_en.htm
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Foreword

Rudy Priem
Chair, AmCham EU

Security and Defence

Committee

Member companies of the American Chamber of Commerce to the European Union
(AmCham EU) have actively participated in the European security and defence community
for many years in various capacities - as partners, customers, suppliers and with their
manufacturing presence. Many of them engage in the research, design, development,
manufacture, integration and sustainment of advanced technology systems, products
and services. Others focus on extensive partnerships with local industries, suppliers and
universities thus contributing to and benefiting from Europe’s tradition of innovation and
excellence.

The second edition of Security and Defence - Together for European Growth clearly
reiterates our commitment to supporting the development of the security and defence
sectors and the search for innovative technological solutions in Europe. We value our
cooperative relationship with the EU institutions, national governments, industry and
customers in Europe to support job creation and innovation on both sides of the Atlantic.

The transatlantic partnership is indispensable in a global environment in which security
challenges are increasingly complex, with new threats emerging constantly. Europe is
facing one of its most challenging periods in recent years, which requires working together
to find tailored solutions to recapture growth and stability. We encourage policy-makers to
continue their efforts to create the right regulatory environment for businesses to succeed.

The European Commission has made jobs, growth and investment its core priority.
AmCham EU remains committed to helping policy-makers create an environment that
encourages the development and innovation of the security and defence sectors, which
will in turn bring job creation and stable growth. In this regard, we hope that you find this
publication useful.

Security and Defence Together for European Growth AmCham EU



Executive summary

This brochure examines the state of play of the European defence and security sectors from the perspective of the
transatlantic partnership. It introduces issues linked to market openness, public procurement, investment in research
and technology (R&T), challenging topics (privacy, cyber security) and harmonisation of codes and standards.

It also looks at market-related aspects including the economic footprint as well as growth and employment
outlook for both sectors. Case studies illustrate the state of play, issues and recommendations. The list of
recommendations is aimed to help policy-makers create an environment that fosters innovative and prosperous

security and defence sectors.

Recommendations:

Maintain a strong defence and security industry
in Europe and capitalise on the potential of
transatlantic defence industrial cooperation.

Encourage openness and competition and avoid
initiatives that create formal or informal barriers to
security and defence market access.

Move towards a more harmonised approach to

the certification and standardisation of security
and defence equipment and services in Europe

and the US.

Streamline and harmonise export licensing
processes.

Implement and enforce the EU’s Defence
Procurement Directive (2009/81/EC) and Intra-
Community Transfer (ICT) Directive (2009/43/EC)
in a spirit of openness and transparency.

Ensure national procurement documents are also
published in English.

Harmonise transport and border security
procedures and standards, and promote
international cooperation to ensure new
technologies and methodologies can be
internationally recognised and used.

Implement a single certification scheme for
security products and European standards to
strengthen the Single Market for the security
sector, and open markets especially to small and
medium-sized enterprises (SMEs).

Put in place EU-wide rules and harmonised
standards to improve fire safety, including

by proposing a hotel fire safety directive and
encouraging national governments to report fire
incidents to a central administrator.

Further advance the integration of the Digital
Single Market and promote a cooperative
approach to cybersecurity in which both

the public and the private sectors, as well as
European and non-European stakeholders,
are able to work together to achieve the
common objective of better protecting critical
infrastructure against cyber threats.

Security and Defence
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The Market

Security and Defence Together for European Growth

The security and defence fields are often treated as a
single industrial sector, yet each has its unique challenges
and should be treated individually.

The defence industry in Europe can be divided into
four main sub-sectors (aeronautics, land defence, naval
defence and electronics) and focuses on providing a
strong industrial base for the EU Common Security and
Defence Policy (CSDP). It largely operates outside the
Single Market, with Member States maintaining strict
control over the sector.

On the other hand, the security industry is neither well
defined nor clearly identifiable. The production and
supply of security-related equipment, systems, services
and applications can be found under a wide range of
industry and services headings. For the purposes of
this brochure it is understood to encompass private
companies and research institutions that are engaged in
or that support the development and supply of physical
security and safety products and services.

Traditionally, security corresponds with protection
against threats such as conventional criminal activity or
ensuring safety against hazards (eg. fire protection). To
understand emerging challenges, we have to understand
security both at borders and inland. As such, the EU can
protect itself against terrorism, organised crime, and
cybercrime, and respond quickly and effectively to major
catastrophic events.

Migration, both regular and irregular, will continue to
increase in the coming decades - due to international
conflicts, population growth and climate change. The
transportation of goods will also require attention.

AmCham EU




Economic footprint

Defence

The Market

In 2014, the European defence industry achieved an
impressive turnover of €973 billion?. The sector is
centred on high-end engineering and technologies,
creating invaluable potential for Europe to win the lead
in manufacturing and innovation.

However, ongoing cuts in many national defence
budgets and fragmentation of the market are severely
impacting Europe’s military capabilities. There was
renewed commitment by European Allies at the NATO
Wales summit in September 2014° to increase annual

defence spending to 2% of national GDP as well as
spending on major new equipment, including R&D, to
20% of annual defence expenditure. However, in many
cases efforts to meet these guidelines have fallen short,
with some budgets showing decreases. In 2015, the
median spending was 118% of GDP instead of 2% and
14.6% of annual defence expenditure instead of 20%.
The US currently provides over 72% of all NATO defence
payments, with the non-US share of spending falling
continuously since 1991.

» Alliance equipment expenditures as a percentage of defence expenditures (2008 and 2015)

Source: NATO SecGen annual report (2015)
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2. AeroSpace and Defense Industries Association of Europe (ASD), Facts and Figures, 2014
http://www.asd-europe.org/fileadmin/user_upload/27439_Facts_and_Figures_2014_web.pdf
3. North Atlantic Treaty Organization (NATO), Wales Declaration summit, 5 Sep 2014 http://www.nato.int/cps/en/natohqg/official_texts_112964.htm

AmCham EU

Security and Defence Together for European Growth 5



The Market

» Alliance defence expeditures as a percentage of GDP (2008 and 2015)
Source: NATO SecGen annual report (2015)
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» Percentage of Alliance defence expenditures 2015
Source: NATO SecGen annual report (2015)* . . . . X
In light of emerging political and security threats, this
growing transatlantic imbalance is unsustainable and
risks undermining the Alliance’s principle of solidarity.
The clear message to Europe is that ‘we need to take on
greater responsibility for our security, not less’.
From 2005 to 2015, defence expenditure nominally
N,zTgaEg;c;pe - increased by 3.6% from €193 billion to € 200 billion, yet
27.8% in real terms there was a 10.7% or €22 billion decrease®.
o /— Germany Estimated spending between 2011 and 2020 varies
4-4% according to two spending projections.
— ltaly
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4. NATO, The Secretary General’'s Annual report, 2015, http://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2016_01/20160128_SG_
AnnualReport_2015_en.pdf#tpage=27

5. NATO, ‘Keynote Speech By NATO Secretary General Anders Fogh Rasmussen At The NATO Parliamentary Assembly In Prague’ 2012,
http://www.nato.int/cps/en/natohg/opinions_91210.htm?selectedlLocale=uk

6. European Defence Agency, ‘Aggregated defence data 2014 and 2015 (estimated)’, June 2016,
http://www.eda.europa.eu/info-hub/press-centre/latest-news/2016/06/07/aggregated-defence-data-2014-and-2015-(estimated)

Security and Defence Together for European Growth AmCham EU



The first projection assumes a moderate annual decline
in total European defence spending of 1.8% per year.
Under this scenario, dubbed the ‘slow decline’ scenario,
it can be assumed that defence spending will continue
to drop at the average rate of the last decade.

The second projection assumes larger cuts in light of
continued economic recession, reducing total European
defence spending by an average of 3.2% per year. In this
scenario of ‘accelerated decline’, austerity measures

Security

The Market

implemented in the aftermath of the 2008 global
economic crisis will result in a steeper decrease in
European defence spending’.

These trends may lead to Europe losing over 12%
of its overall defence spending since the beginning
of the economic crisis. It will be detrimental to the
competitiveness of Europe’s defence industry and
military capabilities, with ramifications for the security
of everyday citizens.

The main security segments have an estimated market
value between €26 billion and €36.6 billion depending
on the defined scope, with electronic security equipment
companies contributing €16.4 billion. A recent study
estimates the size of the security industry for Germany
alone at €35 billion. The large range of these estimates
confirms the difficulty to obtain a precise idea of the EU
market size and, equally, that of the EU security industry
itself. The global security market is estimated to be worth
roughly €137 billion®, of which Europe ranks second with
a 30% market share. Despite the financial crisis, global
demand for security equipment is expected to grow by
more than 5% per year.

Physical security protection, undeniably the most
significant security segment, is based on general security
applications such as closed circuit television (CCTV),
access control, intrusion and fire detection systems
and related services (ie. installation and monitoring). It
accounts for nearly 40% of the total European security
market, with a value ranging from €10 billion to €15
billion. This is also an area of relatively high private
sector expenditure and investment.

In addition, the public sector is a major consumer of
security equipment and services, accounting for around
80% of the market (€13 billion to €17 billion). The
private sector accounts for roughly 20% of this market,
purchasing equipment and services with a value of €3
billion to €4.5 billion.

7. Center for Strategic and International Studies Defense-Industrial Initiatives Group, European Defense Trends 2012, December 2012, https://www.

ciaonet.org/attachments/26082/uploads

8. Ecorys, Study on the development of statistical data on the European security technological and industrial base, 2015, http://ec.europa.eu/dgs/
home-affairs/e-library/documents/policies/security/reference-documents/docs/security_statistics_-_final_report_en.pdf

AmCham EU

Security and Defence Together for European Growth 7
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The Market

Growth and employment outlook

Defence

The defence industry in the EU directly employs 500,000
people and generates up to another 1,200,000 indirect
jobs, many of which are highly skilled. The defence
sector includes more than 1,350 small and medium-
sized enterprises (SMEs) who contribute significantly
to the EU economy in terms of job creation, growth
and innovation®. They are also critically important to
maintaining the complex supply chain.

Security

In terms of employment, the security sector can be
divided into the following sectors: physical security
protection, aviation security, maritime security, border
security, critical infrastructure protection, cybersecurity,
counter-terrorism intelligence (including cybersecurity
and communication), crisis management and protective
clothing.

The security industry has much to offer in terms of
high-tech job creation and economic growth: 130,000
employees in the security equipment and components
industry with 255,000 people employed in system-
related services. There are nearly two million private
security service employees (guarding and cash-in-
transit) and 4.2 million civil servants across Europe’s
public administration performing security duties.

Regarding regular and irregular migration, major
investments have been announced by the EU to further
improve and integrate the surveillance at borders, as well
as to implement a smart border management system
for visiting third country nationals. Efficiency (‘data’ to
become ‘information’) and interoperability are the key
to this implementation.

Security of public spaces is becoming closely linked to
border issues, and as such, non-intrusive solutions are
necessary.

9. European Commission, ‘The importance of EU defence industries’, Defence Industries, 2014; http://ec.europa.eu/growth/sectors/defence/index_en.htm

Security and Defence Together for European Growth
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Investment in iInnovation

Defence

The Market

R&D investments in defence are crucial to the
development of future military capabilities. However,
between 2006 and 2013 there was a decline of 29.1%
in R&D spending by Member States. Jorge Domecq,
Chief Executive of the European Defence Agency
(EDA), expressed his concern about this decrease.
‘New incentives must be found to reverse the trend and
address Europe’s capability gaps’®.

Part of the problem is that R&D budgets are often seen
as discretionary, suffering deep cuts in many Member
States. In addition to this dangerous trend, most R&D
in the defence sector is carried out at the national level,

resulting in duplication and overcapacity in some areas.
Only 9.7% of the total R&D spending carried out by the
EDA-participating Member States has been done on a
collaborative basis, representing a record low.

AmCham EU supports the creation of a European
Defence Fund including a capability window of around
€5 billion per year and a research window with a budget
of at least €500 million per year in the future EU research
and innovation framework programme (2021-2027)".

Security

Fragmentation of the security market in Europe
hampers innovation, delays product entrance and
adds substantial costs. Rather than funding innovation,
significant time and money is spent on complying with
national codes and standards in order to get a product
to market, disproportionately affecting SMEs. Often
they only operate in one or two Member States, focusing
on innovation but with limited market potential.

Security equipment suppliers, notably SMEs, often ex-
perience difficulties bringing products from technolog-
ical to full commercial development. As a consequence,
smaller innovative companies often license technologies
to larger players, or are acquired by them, rather than
enter the market directly.

Large multinational companies focus on compliance
and certification to be able to sell in larger markets. This
dichotomy does not foster European champions on the
global market and only stifles innovation and growth.

10. Jorge Domecq, 4 March 2015 http://newsmilitary.com/pages/44761914-european-defence-r-and-d-has-fallen-catastrophically-new-eda

11. http://europa.eu/rapid/press-release_IP-16-4088_en.htm

AmCham EU

Security and Defence Together for European Growth
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The Market

STATE OF PLAY

The transport sector has a vital role in upholding key European principles such as the free movement
of people and goods. It is also responsible for boosting international trade and competitiveness and
even during times of slower growth, it continues to be the key pillar of global trade. Any disruptions to
the sector will nearly always have a knock-on effect on other key industries. Threat assessment and risk
management are essential to an effective transport system. Therefore a critical balance must be struck to
protect passengers, goods and infrastructure while not impeding the steady flow of trade. The availability
of security screening technologies that are fit for purpose is fundamental in this context.

THE ISSUE

AmCham EU strongly supports EU efforts to strengthen aviation and air cargo security across the 28
Member States and in third countries. The previous years have seen the development of many important
initiatives including: mutual recognition, one-stop security, facilitation of legislation, a threat-based risk
management approach, enhanced information and intelligence sharing, recognition of the critical role of
technology and the harmonised implementation of EU regulations.

Business is reassured to see regular and close EU coordination with international organisations such as
the International Civil Aviation Organization (ICAO), the International Maritime Organization (IMO), the
US Transport Security Administration (TSA) and US Customs and Border Protection (CBP), as well as with
major global trading partners.

RECOMMENDATIONS

International coordination and cooperation are needed to ensure that new technologies and methodologies
can be globally recognised and used. Namely, both increased transatlantic governmental cooperation
as well as more dialogue with the transatlantic business community are necessary. This could lead to a
harmonisation of measures through common definitions and standards. Industry can be an integral
partner in vulnerability assessment, implementation of security control processes and national security
programmes.

Security and Defence



The Market

Creating controlled environments in which intelligence and best practices can be shared to the benefit of
all public and private stakeholders will further strengthen transport security and will help foster growth
and legitimate international trade. We further support initiatives that would create a stable R&D investment
environment for technologies that can address both emerging security threats as well as industry needs.

Market access

Defence
The development of a competitive defence industry in » European Union/United States arms trade (millions of dollars)
Europe needs both European and global markets to Source: US Census Bureau
remain open and accessible. Mutual trust, predictability,
openness, recognition and standardisation will allow for 6.000
better market access.
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12. EuroDéfense France, ‘Efforts de Défense Tentative de comparaison internationale’ Edition 2014 https://eurodefenseinfo.files.wordpress.
com/2014/07/2014-07-15-effort-de-dc3a9fense-2014-franc3a7ais.pdf

AmCham EU Security and Defence Together for European Growth 1
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The Market

On the heels of a similar declaration during the May 2012
Chicago Summit, NATO heads of state and government
declared during their 2014 Wales and 2016 Warsaw
Summits that ‘a strong defence industry across the
Alliance, including a stronger defence industry in Europe
and greater defence industrial cooperation within
Europe and across the Atlantic, remains essential for
delivering the required capabilities’. They recognised
‘the importance of inclusive, sustainable, innovative,
and globally competitive defence industries, which
include SMEs, to develop and sustain national defence
capabilities and the defence technological and industrial
base in the whole of Europe and in North America™.

AmCham EU recommends that, in order to avoid
duplication and fragmentation of capabilities, more
transatlantic defence industrial cooperation (TADIC)"
measures and initiatives be encouraged. In the very
long term, sharing more projects will reduce costs
and increase interoperability. It will also create an
environment in which Member States and the US can
consider investing in shared capability clusters, allowing
them to focus investment on certain areas of key
strategic importance.

Case study: Defence export controls

STATE OF PLAY

Effective TADIC also requires reciprocal market opening
through foreign direct investment (FDI) in national
defence industries. FDI, through partial or full ownership
of a local company with connectivity to the customer
can lead to more interoperability with coalition partners
and to competition in consolidating defence markets™.

American and European export licensing processes
should be streamlined and harmonised. This will avoid
unnecessary duplication along with enabling simpler
and faster export licensing for inter-ally transfers.

AmCham EU strongly urges policy-makers and
Member States to continue encouraging openness and
competition and to resist initiatives to create informal or
formal barriers to defence market access. Both Europe
and the US should recognise the value of dialogue,
consultation and arrangements that facilitate the supply
of defence products and services. More security of
supply arrangements between the US and Europe might
lessen current security of supply issues'®.

To ensure security of supply, some Member States believe it is essential to have industrial capabilities in

key strategic sectors on their territory to avoid dependence on foreign suppliers. A contracting authority

in the EU may require that a tender identify any restriction that it has regarding disclosure, transfer or use

of the products and services, or any result of those products and services arising, for instance, from export

control or security arrangements.

13. NATO, Wales Declaration summit, 5 Sep 2014 http://www.nato.int/cps/en/natohqg/official_texts_112964.htm
14. NATO “Smart Defence - Smart TADIC” 14 October 2011 Conference Report, http://www.nato.int/nato_static/assets/pdf/pdf_

topics/20120214_111014-smart_tadic_report.pdf

15. Technological and Industrial Cooperation (TADIC) NIAG Consultancy Advice Study
16. SG-180 TADIC, North Atlantic Treaty Organisation (NATO) (March 2014) https://diweb.hg.nato.int/indrel/Shared%20Documents/Brochure_TADIC_SG180.pdf

Security and Defence Together for European Growth
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The Market

THE ISSUE

The extraterritorial reach of US export control laws and regulations, such as the International Traffic in Arms
Regulations (ITAR) and the Export Administration Regulations (EAR), is often perceived as an additional
burden by EU contracting authorities and negatively affects trade and investment in the defence industry
on both sides of the Atlantic.

As a result of the extraterritorial application of ITAR, the export of many defence technologies and services
from a US vendor is still complex and burdensome since most of these technologies and services are
controlled by the US State Department.

If the performance of a contract implies the cross-border movement of goods and services, export
authorisation may be required from the US State Department in several stages of a product’s life cycle. US
export, re-transfer and re-export licences are also needed for the delivery of components and subsystems
from sub-suppliers to the system integrator.

RECOMMENDATIONS

AmCham EU calls on the Member States and the European defence industrial base to take advantage of
the ongoing US Export Control Reform. Open markets encourage the creation of transnational industrial
teams and foster the development of defence industrial capabilities.

AmCham EU opposes efforts to try to enforce or condition defence market access rights through regulation.
Instead of removing barriers, this could create even more. It would slow the trend toward defence market
integration and increasing competitiveness. The EU and its Member States should continue to resist any
defence market preference language and continue to pursue their objectives for open and competitive
defence procurement. A matter of concern is that EU’s Intra-Community Transfer Directive encourages
European system integrators to work with EU rather than third-country suppliers because of the improved
guarantee of security of supply when they source components in the EU.

Security and Defence
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The Market

STATE OF PLAY

Most transatlantic defence expenditure is split into relatively closed national markets. Fragmentation at the
national level still remains the main feature of the transatlantic defence sector, both in supply/demand and
regulatory frameworks. This fragmentation is a costly and inefficient obstacle to both intra-European and
transatlantic defence competition and cooperation.

THE ISSUE

Europe and the US are facing similar challenges: decreased domestic demand and declining competitiveness
compared to emerging economies. The following issues negatively impact the transatlantic defence market
and should be limited: offsets, technology control policies, restrictions on foreign/transatlantic investment
into each other’s foreign defence markets, a lack of standardisation of defence equipment and the culture
of national defence-industrial protectionism.

RECOMMENDATIONS

The European and American governments face an increasingly transnational and global defence industrial
base. Hence, they should be more transparent on their medium to long-term defence planning in order to
stimulate the efficiency of a balanced Transatlantic Defence Technological and Industrial Base (TDTIB).

Transatlantic harmonisation and synchronised government procurement, based on common military
requirements and interconnected needs, are fundamental to developing economies of scale. In order to use
TADIC efficiently, an off-the-shelf acquisition from one or more allies could be compensated by including
other allies from the other side of the Atlantic in the sustainment phase.

Development of collaborative and joint projects will create an environment in which Europe and the US
invest in shared capability clusters. This will allow them to focus investment in certain areas and buy off-
the-shelf from other clusters within the transatlantic community, freeing up resources for other investments
or purchases.

Foreign investment, through partial or full ownership of a local company with connectivity to the customer,
can lead to more interoperability and competition in consolidating defence markets. It will also be
beneficial for the US and Europe to create a more harmonised transatlantic approach to the certification
and standardisation of defence equipment and services.

Security and Defence
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The Market

A single certification scheme for security products and
European standards would strengthen the Single Market
for the security sector. It will open markets to many
companies, in particular to SMEs that do not have the
resources to alter or repackage products to access all
28 EU markets.

Security products must also obtain various national
certifications to trade across Europe. These certificates
are required for products that have a CE (Conformité
Européenne) mark, which fall under an EU legislative
framework, as well as products that do not have a
CE mark, such as fire safety (which falls under the
Construction Product Regulation)”. It is important to
note that safety products such as fire products and
services are considered as part of ‘security’ by the
industry.

Public procurement

Defence

National standards bodies do not consistently apply
harmonised testing procedures for CE marked products,
leading to inconsistent outcomes. The CE mark is not
always perceived as the best path towards uniform
European quality levels, privately run national voluntary
marks remaining a de facto market requirement.
Industry is still subject to multiple testing in order to
obtain national certification, which is also the case for
non-CE marked products.

AmCham EU recommends to improve the value of the
CE mark through strict and uniform implementation of
the technical assessments by national standards bodies.

Security of supply is crucial to ensuring the proper
functioning of defence markets, yet the European
defence market remains fragmented with more than
83% of investment in defence equipment still spent
on national territory. Too many defence procurement
decisions in Europe occur behind closed doors and
their outcomes are difficult to explain in terms of best
value.

New rules were adopted in 2009 to regulate how
contracting authorities purchase defence and security
equipment throughout the EU. The objective was to
create a more open and transparent European defence
equipment market. AmCham EU supports the Defence
Procurement Directive (2009/81/EC), as it provides a
flexible procurement process tailored to the nature of
defence equipment and markets. Member States should

17. United States Department of Defense, ‘Security of Supply’, Manufacturing and Industrial Base Policy, http://www.acq.osd.mil/mibp/sec.supply.html

AmCham EU

Security and Defence Together for European Growth
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The Market

implement the Directive and the European Commission
should enforce it in an open and transparent manner.
Both sides of the Atlantic will benefit from a level
playing field and maximum flexibility in competing
for new security and defence procurements when the
paradigm is shifted from national defence industrial
policies towards a transatlantic one.

AmCham EU:

* supports the European Commission’s intention
to focus on the effective implementation of the
2009/81/EC Directive, in order to improve its
effectiveness and in turn, its efficiency.

¢ urges the European Commission to maintain
the central thrust of the Directive towards
openness and competitiveness in defence
procurement during this process. For example,
based on the principle of non-discrimination,
the Directive recalls that it is forbidden to
introduce selection criteria based on nationality.
However, Recital 18 of the Directive states that
Member States retain the power to decide if
their contracting authority/entity may allow
economic operators from third countries to
participate in contract award procedures. The
European Commission may wish to consider
making this type of preference less restrictive
by expanding the scope to economic operators
from ‘qualifying partner countries’ (NATO allies
etc.) outside the EU.

* stresses that the U.S. government’s Foreign
Military Sales (FMS) programme does not cause
market distortions in Europe. Besides a FMS
procurement option, contracting authorities can
still examine the market and establish whether
at least one EU economic operator could

16  Security and Defence Together for European Growth

genuinely compete to satisfy the requirements
of the contracting authority.

recognises the particular importance of
security of supply for defence procurement as
well as the dialogue and consultation necessary
to facilitate the supply of defence articles and
services.

believes that it is particularly important for
contracting authorities/entities to ensure

that their security of supply requirements
comply with the principle of non-discrimination
between European and US suppliers.

encourages Member States and the US to
ensure the right level of transparency on

their medium- to long-term defence planning

in order to stimulate the efficiency of the
transatlantic security and defence technological
and industrial base.

believes that it would be mutually beneficial
for European and US suppliers if national
procurement documents (such as contract
notices, requests for proposal and requests for
information) were published not only in the
national language but also in English.

AmCham EU



The Market

STATE OF PLAY

Each year over 4,000 Europeans are killed and about 70,000 are hospitalised for injuries related to fire
and smoke. Some estimates have fire damage costing the European economy over €10 billion in property
damage or 1% of GDP. Even though such tragedies are preventable, there is no comprehensive and
harmonised legal framework setting minimum requirements that would ensure a guaranteed level of fire
safety to citizens travelling across Europe.

THE ISSUE

The lack of harmonised certification procedures and standards or reliance on voluntary schemes have led
to an inconsistent level and understanding of fire safety, putting EU citizens and tourists at risk, depending
on where they are located.

For instance, there are many different definitions at national level for a ‘high rise’. This poses a challenge
when determining when additional fire safety measures are required. For example, fire sprinkler threshold
requirements in hotels vary from nine metres in Portugal to 200 metres in France.

RECOMMENDATIONS

The Commission can improve fire safety by putting in place EU-wide rules and harmonised standards, while
still considering that most responsibilities are held at the local or Member State level. In areas where the
Commission could argue jurisdiction, such as tourism services, the EU should propose a hotel fire safety
directive.

Although this is clearly a local or Member State competence, the EU should act where it has jurisdiction,
such as creating a uniform definition of what can be considered a ‘high rise’. The European Committee
for Standardization (CEN) can develop European standards to provide a harmonised approach. If records
show that fire protection systems and equipment have been maintained, it is likely that training and other
procedures have also been followed and citizens will enjoy a minimum level of safety throughout Europe.

Accurate data and reporting by national authorities is essential to understand the current level of fire risk
facing Europeans. We encourage national governments to collect and report fire incidents to a central
administrator using the reporting and data collection schemes of the UK and the US to serve as examples
for the Commission.

Security and Defence
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Security

The public sector is a major consumer of security
solutions and has a strong influence on purchases in key
sector segments. Transparency in public procurement
for security equipment and systems may be enhanced
and national authorities may ultimately prefer local
suppliers to foreign competitors.

Public authorities can sometimes influence public
procurement rules through national security concerns in
order to force the localisation of investments, putting
European investments in the security sector under
constant threat.

AmCham EU has long recommended establishing
a European handbook for security procurement in
order to achieve greater clarity and transparency in
procurement rules.

Mature markets (such as border surveillance, airport
security and critical infrastructure protection) are
large and diverse enough to attract a high degree of
investment. On the other hand, emerging markets (such
as automated immigration control or cybersecurity)
need public and private funding to develop world-class
solutions.

One example of an emerging market is biometrics. The
improvement in understanding biometrics is part of the
move to digitisation, enabling better identification of
an individual and their documentation. The technology
is evolving from more efficient and faster fingerprint

Security and Defence Together for European Growth

scanning to include facial recognition. Iris scanning
is also becoming part of automatic border checking,
whilst fingerprint-scanning smart phones demonstrate
how biometrics can offer security solutions in the
commercial market.

The Commission’s initiative to establish a contractual
public-private partnership for the development and
promotion of cybersecurity in the EU is a positive
development. In order to encourage companies to invest
in product development while a consolidated market
takes shape, policy-makers should consider open pre-
commercial public procurement. This could be especially
attractive to SMEs.
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Innovation

Defence

The Market

Innovation has long been a hallmark of the defence
industry, both in achieving unprecedented technical
advances in science and engineering, and allowing
individual companies to remain competitive in an
uncertain and rapidly evolving market.

There are plenty of examples of innovative ideas in the
defence sector that have found use in our daily lives,
such as microwaves, satellite navigation and even the
Internet. Similarly, there are examples of civilian sector
innovations that are used widely by the military sector,
for instance jet engine propulsion.

However, there is currently too little capital invested
in innovation for the defence sector and the industry
constantly struggles to attract talent. Sustainment and
maintenance activities will slow the loss of these skills,
but cannot preserve them over time.

AmCham EU recommends rationalising spending in
accordance with military ambitions, and putting the
financial savings into defence R&D.

Europe and the US will benefit from a more harmonised
approach to the certification and standardisation of
defence equipment and services. This will nurture
a healthy transatlantic defence industrial base and
promote interoperability between allies.

Close coordination between the European Defence
Agency (EDA) and the NATO Standardization Agency

AmCham EU

will improve harmonisation. This is particularly relevant
in the case of European defence standards and the
NATO Standardization Agreements, for procedures and
systems and equipment components, referred to as
‘STANAGS’.

AmCham EU urges Member States to launch the next
generation of major defence projects and procurement
in order to avoid the loss of skills and knowledge in the
sector.

Security and Defence Together for European Growth
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STATE OF PLAY

Due to the ever-changing threat environment and rapid pace of technological innovation, investment in
defence R&T is vital in order for Europe and the US to maintain technological superiority and respond to
their future defence and industrial needs. However, defence R&T spending is low and disbursed nationally,
causing the EU and US to miss opportunities for economies of scale. The large and growing gap in defence
R&T investments between Europe and the US creates an even more challenging environment for TADIC'® '°,

THE ISSUE

Without new defence R&T flagship initiatives, NATO’s capability shortfalls could undermine its political and
military aspirations.

More open and accessible top-down defence R&T programmes on both sides of the Atlantic are needed to
give opportunities to a wider set of competitors with a broader range of alternative solutions. This would
not only lead to cost savings and innovation, but also some new solutions resulting from European and US
defence R&T spending.

Through its Foreign Comparative Testing?° programme, the US government tests high technology readiness
level items and technologies of its foreign allies. This process satisfies valid critical US defence requirements
more quickly and economically. Europe does not have such a programme.

RECOMMENDATIONS

Europe and the US should collectively invest more in key defence technologies that must be preserved
or developed in the transatlantic region. Governments on both sides should make their best efforts to
facilitate, co-fund, catalyse and increase research, technology and testing collaboration. This need is
reinforced by the growing cross-border ownership of companies in the supply chain and the necessity to
create synergies between civil and military activities.

18. European Commission, Construction Products Regulation (CPR), http://ec.europa.eu/growth/sectors/construction/product-regulation/index_en.htm
19. Technological and Industrial Cooperation (TADIC) NIAG Consultancy Advice Study
20. SG-154 TADIC, North Atlantic Treaty Organisation (NATO) (October 2013) https://diweb.hg.nato.int/indrel/Shared%20Documents/Brochure_TADIC_SG154.pdf
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Europe and the US must establish more formal mechanisms for consultation and decision-making in this
domain in order to obtain greater congruence in defence R&T projects.

Defence R&T is a fundamental aspect of TADIC. Transatlantic cooperation should range from laboratory
efforts to the creation of full-scale technology demonstrators. Europe and the US should select and
(co-)fund a small number of demonstrators, linked to common critical capability requirements. Their

implementation should be used to exercise TADIC.

Security

The slow pace at which research programmes are being
adapted to new security threats makes it difficult to
rapidly mobilise public research funding in response.
The solution could be stimulating and creating a proper
innovation framework and establishing fast track
procedures for new market technology requirements,
through programmes such as an EU fund for security
and resilience. A promising example is the proposal of
the European Commission for novel funding concepts,
such as pre-commercial procurement in Horizon 2020
which is poised to reduce the gap between research and
market. Adequate protection of intellectual property will
play an important role in promoting such concepts.

The European Commission promotes the societal
acceptance of security technologies by introducing
the concepts of ‘privacy by design’ and ‘privacy by
default’” throughout the development of new security
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technologies. Privacy by design is an essential element
of good practice in an environment of technological
change and information-intensive innovation. It plays
an important role in an accountability approach, where
organisations must be able to show what processes they
use to protect privacy and personal data.

Privacy by design cannot be reduced to technology
mandates such as the mandatory use of ‘privacy
enhancing technologies’, nor to a requirement that
technologies be developed to meet specific technical
privacy standards. Given the horizontal nature of the
EU’s privacy framework as modernised by the General
Data Protection Regulation agreed in December 2015,
it is critical to respect technology, service, application,
and business model neutrality in order to create a level
playing field necessary for innovation to thrive. An
organisation seeking to implement a privacy by design

Security and Defence Together for European Growth
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The Market

approach should not be subjected to prescriptive
requirements. Instead, it should be able to draw from a
range of available tools.

As opposed to privacy by design, EU policy-makers
should not seek to technically standardise privacy by
default since the term can be understood in a variety
of ways.

Products and services involving the processing of
personal data should be compliant with applicable
privacy legislation, but privacy should be built first and
not be added on as an afterthought. The implications of
this requirement will vary depending on the context of
each case, whether in terms of products and services
or in terms of how organisations are run. This concept
should already be adequately captured by the notion of
privacy by design.

Case study: Public alert systems

STATE OF PLAY

The security industry shares another challenge
with sectors such as defence - the lack of an EU-
wide certification scheme which affects the mutual
recognition of products and services between Member
States. Products, systems and services in the fire
detection, fire alarm, intruder & hold-up alarm, closed-
circuit television and access control areas are mostly
affected. The diversity of national systems contributes
to the fragmentation of the security market. This diverts
resources such as time, personnel and funds away
from innovation and is especially burdensome to SMEs.
Within a harmonised market, larger quantities could
lead to better cost recovery in procurement and sales.
Therefore, European policy-makers should adopt an EU-
wide certification scheme for fire and security products.

In times of financial constraints, an emphasis should
be given to a better exploitation of synergies between
civilian and defence orientated research.

Major incidents putting lives and property at risk typically require the intervention of civil defence authorities.
To respond effectively, they rely upon a range of public and private alert, communications and intervention
services. As a result, the European Commission is working to install a pan-European public alert system.

Public alert systems are already in place in Europe’s building stock and rely upon traditional broadcast

media to reach citizens. However, these channels do not reach everyone at all times. The private and
public sectors have also installed mass notification systems (MNS) that provide real-time information and
instructions using intelligible voice communications along with visible signals, text and graphics. These can
reach a broader audience and be more reactive when situational feedback is received.

Security and Defence Together for European Growth
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THE ISSUE

Member States adoption of regulations in public alert systems has been disappointingly low, despite
demonstrations and other projects disseminating best practices and protocols.

A pan-European public alert system initiative is needed to create standards that promote the industry,
improve the effectiveness and efficiency of crisis management/civil protection in the EU and facilitate
coordination and cooperation between Member States.

RECOMMENDATIONS

AmCham EU encourages the Commission to take recommendations from the pan-European public alert
system initiative. It should support the creation of standards and guidelines as well as recommend practices
for the EU.

The experience held by the security industry should be leveraged to establish public alert and mass
notification systems that reach more citizens.

Since Member States have varying alert, response and equipment capabilities, the European Commission
proposed Security Mandate 487 to create common standards. This would allow easier collaboration among
countries when a unified response is necessary. For example, many small border towns’ responders have
equipment that does not work across the border due to differences in cable connections, voltage changes
and radio frequencies. By creating common standards, any responder could use equipment no matter
which country has mobilised it.
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The Market

STATE OF PLAY

Cyber threats have become the foremost risk to the security, integrity and resilience of Europe’s critical
infrastructure. This will be even more so as economy and industry become increasingly digitalised.

The EU has demonstrated ambition on this issue through the Strategy on Cybersecurity published in 2013,
the Council conclusions on cyber diplomacy adopted in 2014 and the political agreement on the Network
and Information Security Directive reached in December 2015. However, its effectiveness in propelling and
maintaining Europe at the forefront of the global fight against cyber threats remains to be seen.

THE ISSUE

Guided by national security considerations and political aspirations for digital sovereignty, many member
states have claimed the cybersecurity policy area for themselves, which has created certain risks.

One of them is fragmenting the Digital Single Market through divergent national regulatory approaches
and technical market barriers such as product localisation requirements. Introverted cybersecurity policies
can hardly be effective as cyber threats are cross-border by nature and often originate outside of the EU.

Research, development, innovation, industrial policy and procurement decisions on cybersecurity should
not be driven by protectionist considerations or the desire to build national champions to displace current
technologies with yet-to-be-developed domestic ones. In this case the risk is that Europe would fall behind
in terms of the global competitiveness of its domestic technology vendors, and would not be protecting
the security of its critical infrastructure.
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Conclusions

AmCham EU reiterates its commitment to a strong and
productive cooperation between Europe and the US,
including in the field of security and defence. In conclusion,
we would like to highlight the following messages from
both perspectives.

Security and Defence Together for European Growth
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Defence

Sustained efforts should be made by policy-makers to
strengthen the competitiveness of the European defence
equipment market. Market reforms or improvements to
procurement practices should be considered in light of
global forces and trends that affect all defence markets
and companies supplying defence equipment.

In a global environment where security and defence
challenges are becoming more complex and
demanding, transatlantic partnerships and cooperation
will remain indispensable. AmCham EU welcomes the
June 2016 ‘European Union Global Strategy (EUGS)
on Foreign and Security Policy’? and the 15 December
2016 ‘European Council Conclusions on Security’?.
AmCham EU also strongly supports the EU objective
to further develop the Common Security and Defence
Policy (CSDP) and the European Defence Action Plan
(EDAP)?3, as this promises to reinforce the transatlantic
security relationship. Transatlantic cooperation will also
contribute to the good health of the defence industrial
base on both sides of the Atlantic.

Europeanand American governments mustrecognise the
potential for a certain degree of mutual interdependence
and explore solutions to achieve transatlantic security of
supply.

Security

Europe is a major market for security-related products,
systems and services, and innovation remains strong.
AmCham EU is committed to ensuring that European
leadership in this sector remains vibrant.

Eliminating or limiting national barriers caused by the
absence of single certification and standardization
schemes will strengthen the European market. It will also
help companies from both sides of the Atlantic develop
and supply security solutions for both the commercial
and public sectors.

Security issues related to migration are becoming global
and they require a global approach. Biometrics using
global standards offer a digital solution with improved
levels of safety.

To increase the security of city dwellers, European and
American governments must include advanced security
and safety technologies in their smart city initiatives.

We support the attention given by the European
Commission and the European Parliament to establishing
an ‘Action Plan for an innovative and competitive
Security Industry’ to overcome the fragmented market
that currently characterises the security sector in
Europe. The Commission should be even more ambitious
and consider including security services in future
communications on this industrial policy.

21. European Union, ‘Shared Vision, common action: A Stronger Europe - A Global Strategy for the European Union’s Foreign and Security Policy’,
June 2016, http://europa.eu/globalstrategy/sites/globalstrategy/files/eugs_review_web.pdf

22. European Council Conclusions on migration, security, economic and social development, youth, Cyprus, and external relations, 15 December
2016, June 2016, http://www.consilium.europa.eu/en/press/press-releases/2016/12/15-euco-conclusions-final/

23. European Defence Action Plan: Towards a European Defence Fund, 30 November 2016, http://europa.eu/rapid/press-release_IP-16-4088_en.htm
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AmCham EU
speaks for

American companies committed to Europe
on trade, investment and competitiveness
issues. It aims to ensure a growth-orientated
business and investment climate in Europe.
AmCham EU facilitates the resolution of
transatlantic issues that impact business and
plays a role in creating better understanding
of EU and US positions on business matters.
Aggregate US investment in Europe totalled
more than €2 trillion in 2016, directly supports
more than 4.5 million jobs in Europe, and
generates billions of euros annually in income,
trade and research and development.
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3M * ABBVIE * ACCENTURE * ADM * AFORE CONSULTING SPRL * ALBEMARLE EUROPE SPRL *
AMERICAN EXPRESS * AMGEN *x AMWAY *x APCO WORLDWIDE % APPLE % ARCONIC % ARNOLD &
PORTER LLP * AT&T INC. * AVON PRODUCTS * BAKER BOTTS LLP % BANK OF AMERICA/MERRILL LYNCH
*x BARCLAYS * BAXTER WORLD TRADE CORPORATION % BDO INTERNATIONAL * BORGWARNER *
BRISTOL-MYERS SQUIBB COMPANY * BRITISH AMERICAN TOBACCO * BRUNSWICK GROUP LLP *
BURSON-MARSTELLER * CA TECHNOLOGIES * CABINET DN * CARGILL EUROPE * CATERPILLAR %
CELGENE * CHARLES SCHWAB & CO. INC. * CHEVRON % CICERO CONSULTING % CISCO * CITI %
CLEARY GOTTLIEB STEEN & HAMILTON LLP % CNH INDUSTRIAL * COGNIZANT % COVINGTON *x CROWELL
& MORING LLP % DAIMLER * DELL % DIAGEO % DLA PIPER UK LLP * DOW CHEMICAL * DUPONT
DE NEMOURS INTERNATIONAL S.A. %« ECOLAB * ELI LILLY & COMPANY * EPPA SA/NV x EXPEDIA
* EXXONMOBIL PETROLEUM & CHEMICAL * EY * FACEBOOK * FEDEX EXPRESS * FIRST DATA %
FIRST SOLAR * FLEISHMANHILLARD * FOLEY & LARDNER LLP * FORD MOTOR COMPANY
* FRESHFIELDS BRUCKHAUS DERINGER LLP * FTI CONSULTING * GE * GENERAL MOTORS EUROPE *
GLAXOSMITHKLINE * GOLDMAN SACHS INTERNATIONAL * GOODYEAR DUNLOP * GOOGLE x*
GOWAN GROUP * GOWLING WLG (UK) LLP * HASBRO EUROPEAN SERVICES * HERBALIFE
INTERNATIONAL INC. % HILL+KNOWLTON STRATEGIES * HOGAN LOVELLS * HONEYWELL EUROPE N.V. %
HP ENTERPRISE * HP INC. * IBM % INTEL CORPORATION * INTEREL * INTERNATIONAL PAPER
* J.P. MORGAN CHASE & CO % JOHN DEERE GMBH & CO. KG. * JOHN WILEY & SONS % JOHNSON &
JOHNSON * JOHNSON CONTROLS * KELLER AND HECKMAN LLP * KREAB * LATHAM & WATKINS LLP *
LIBERTY GLOBAL EUROPE * LINKLATERS LLP % LOCKHEED MARTIN * LVMH * LYONDELLBASELL
* MARS * MARSH & MCLENNAN COMPANIES, INC. * MASTERCARD EUROPE x MATTEL EUROPE *
MAYER BROWN EUROPE-BRUSSELS LLP % MCDONALD’S EUROPE * MCGUIREWOODS LLP * METLIFE
* MICHELIN NORTH AMERICA INC. % MICROSOFT * MONSANTO * MORGAN STANLEY INT. *
MORGAN, LEWIS & BOCKIUS, LLP * MSD * NIKE EMEA * NORTON ROSE FULBRIGHT LLP
* ORACLE % PFIZER % PHILIP MORRIS INTERNATIONAL % PITNEY BOWES LTD. * PROCTER & GAMBLE %
QUALCOMM * QUINN EMANUEL URQUHART & SULLIVAN LLP % RELX GROUP * SW.LF.T. SCRL * SAS
*x SHIRE * SIDLEY AUSTIN LLP * SKADDEN, ARPS, SLATE, MEAGHER & FLOM x
SQUIRE PATTON BOGGS (UK) LLP % ST. JUDE MEDICAL * STANDARD & POOR'S % STANLEY BLACK &
DECKER * STEPTOE & JOHNSON LLP % SYMANTEC * SYNGENTA * SYNOPSYS x TE CONNECTIVITY
*x TENNECO % TEXAS INSTRUMENTS * THE AES CORPORATION % THE BOEING COMPANY
*x THE CARLYLE GROUP % THE COCA-COLA COMPANY * THE NIELSEN COMPANY *
THE WALT DISNEY COMPANY % THOMSON REUTERS * TIME WARNER EUROPE * UNITED
TECHNOLOGIES CORPORATION % UPS * VAN BAEL & BELLIS * VERIZON * W.L. GORE & ASSOCIATES
* WEBER SHANDWICK * WHITE & CASE LLP * WILMER CUTLER PICKERING HALE & DORR LLP
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